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Abstract. Cybersecurity is a growing multidisciplinary job cluster in the labour 
market that nowadays goes beyond information technology specialists. This 
research paper explores the current situation and emerging gaps in cybersecurity 
education and employment in Latvia, specifically looking at future skills and 
strategies advancing human performance in the field. In the context of growing 
cybersecurity regulation in Europe, the workforce shortage will only increase. 
The research was performed by evaluating Latvian education offerings against 
cybersecurity competence models and skills frameworks, engaging with three 
focus groups of industry, governance, and education experts, and surveying 
organisations that require cybersecurity specialists. The study shows that 
organizations lack several cybersecurity roles, with the biggest emphasis on 
digital forensics investigators, cybersecurity architects and cybersecurity 
researchers. In terms of the missing competencies, organizations highlight digital 
forensics and cyber threat intelligence. It was concluded that cybersecurity 
education in Latvia is fragmented and lacks a dedicated national coordinating 
body. Education gaps are often filled by employers, and future education 
offerings should be created in close coordination with industry partners. 
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INTRODUCTION 

Cybersecurity is one of the critical abilities for organizations to ensure 
resilience against disruptive events in digital and physical environments, such as 
cyberattacks, unauthorized access to premises, and others. In all cases, business 
continuity is at risk, and proper technical and managerial capabilities can help to 
reduce this disruption to a minimum. The global enterprise survey has considered 
cyber incidents the top business risk for three consecutive years (Allianz 
Commercial, 2024). At the same time, numerous studies and estimates point out a 
growing cyber workforce shortage globally. ISC2 Cyber Workforce Study 2024 
estimates the global cyber workforce needed at 10.2 million with a gap of 4.8 
million specialists (up from 8.1 million total with a gap of 3.4 million in 2022) 
(ISC2, 2024). The European Union Agency for Cybersecurity (ENISA) and the 
Organisation for Economic Cooperation and Development (OECD) estimate that 
Europe currently has a gap of at least 300 000 cyber specialists (ENISA, 2023; 
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OECD, 2024). Academic research confirms that widening the gap is related to 
several factors, where educational aspects, for example, lack of interest in the 
subject, lack of diversity, and overall challenges with cybersecurity education, are 
crucial (Blažič, 2022a). 

The paper aims to investigate existing competency gaps and future education 
needs, considering Latvian workforce structure and industry requirements, 
technology development trends and related research results. The paper 
contributions are multi-fold. Firstly, it presents existing education provision in 
Latvia. Secondly, the Latvian cybersecurity workforce structure is defined. Thirdly, 
competence gaps and future education needs are highlighted. Finally, the paper 
provides recommendations about education ecosystem development, considering 
different stakeholder groups, such as policymakers and education institutions. The 
research questions (RQ) of the paper are as follows: RQ1 – What are current 
cybersecurity education provisions in Latvia? RQ2 – What is the structure of the 
cybersecurity workforce in Latvia? RQ3 – What are the current gaps in 
cybersecurity competencies and the future educational needs in Latvia? The 
research employs the design science research method (Hevner, 2007), combining 
desk research, experts' surveys, and experts' workshop methods. 

The rest of the paper is structured as follows. Chapter 1 presents the background 
of the study, considering cybersecurity education standards, skills and competency 
frameworks. The research methodology is presented in Chapter 2. Chapter 3 
provides an overview of the cybersecurity education and workforce ecosystem in 
Latvia. Discussion is provided in Chapter 4, and Chapter 5 concludes. 

1. BACKGROUND 

Cybersecurity education is mostly a decentralised topic, and there are no state-
of-the-art examples of a common policy for the topic incorporation in full-cycle 
educational systems from primary schools up to the highest levels of university 
education. Systems partially executing a universal approach and moving towards 
systematic cybersecurity education through strategic prioritisation can be identified 
in the United Kingdom (Cabinet Office, 2023) and Australia (Australian 
Government, 2023). In the US, due to federalism, there are generally differences in 
education provision across the country. Thus, it is problematic to integrate 
cybersecurity modules due to the varying levels of knowledge in different states 
(Yang & Wen, 2016).  

Both general awareness and specific cybersecurity knowledge of employees are 
associated with a reduced number of cyber incidents in organizations (Alshaikh & 
Adamson, 2021; Hore et al., 2024; Kweon et al., 2021). A global study on national 
cybersecurity strategies revealed that in the context of education development, the 
common tendency is aligning professional cybersecurity skills with technology 
security requirements and defence in a particular country/area; however, it is as 
important to develop a resilient and digitally mature society (AlDaajeh et al., 2022), 
which calls for equal efforts in providing a universal approach (some education for 
all) and targeted cyber professionals’ training (specialized high-level programmes). 
There have been several attempts to map and propose universal approaches for 
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university curricula creation and updates (Cutas et al., 2023; Dragoni et al., 2020; 
Payne et al., 2021; Ramezanian & Niemi, 2024). 

The field in the EU is not harmonized either. It is up to sovereign states to 
emphasise education in their national cybersecurity strategies. However, the main 
institutional driver for standardization across the EU is ENISA, which has created 
several formal and informal initiatives in the field, such as the European 
Cybersecurity Challenge and Cybersecurity Higher Education Database 
CyberHEAD, and occasionally performs research. ENISA has identified that there 
are numerous cybersecurity education initiatives across Europe; however, because 
of the lack of experience exchange, they mostly remain as local solutions (ENISA, 
2022). Another study of mostly European initiatives for kids’ cybersecurity 
education also confirmed strong national settings, in most cases proving to be 
troublesome for integration into other school systems, even though a majority of 
them were available in English (Manganello et al., 2024). Various research projects 
on tertiary and adult cybersecurity education in Europe have highlighted a lack of 
interdisciplinarity (Cutas et al., 2023), differences between large and small 
countries (Dragoni et al., 2020), a lack of innovative teaching methods (e.g., 
gamification, simulation, situated learning), and a need for more inclusion and 
diversity (Rathod et al., 2023a). 

Meanwhile, there are several frameworks that define cybersecurity roles, tasks 
and required competencies (European Union Agency for Cybersecurity, 2022), 
(Petersen et al., 2020). The National Institute of Standards and Technology (NIST) 
proposes a comprehensive Cybersecurity Workforce Framework (CWF) (Petersen 
et al., 2020). It compiles more than 20 suggested cybersecurity roles and maps their 
tasks and required competences, using a work role-based model that organizes the 
cybersecurity workforce into tasks, knowledge, skills, and abilities (TKSAs). The 
model includes such cybersecurity roles as cyber defense analyst, incident 
responder, vulnerability assessment analyst, security control assessor, privacy 
officer, and cybersecurity manager. Hovewer, the framework targets large nations 
and enterprises; empirically observed that Latvian cybersecurity workforce 
structure requires a consolidated set of roles and skills. Therefore this study follows 
the recently published European Cybersecurity Skills Framework (ECSF) 
(European Union Agency for Cybersecurity, 2022). The framework is developed 
by ENISA and it considers the common EU-level structure for cybersecurity roles. 
ECSF is more targeted to medium-sized enterprises, and it includes nine different 
cybersecurity roles and their competences: chief information security officer 
(CISO); cyber incident responder; cyber legal, policy and compliance officer; cyber 
threat intelligence specialist; cybersecurity architect; cybersecurity auditor; 
cybersecurity educator; cybersecurity implementer; cybersecurity researcher; 
cybersecurity risk manager; digital forensics investigator; and penetration tester. 
Both frameworks highlight a different set of technical and non-technical 
competences, required to perform the daily duties of different cybersecurity roles.  

Interdisciplinarity in terms of cybersecurity competences is also highlighted in 
several related research studies (Blažič, 2022b; de Casanove & Sèdes, 2021;  ISC2, 
2023; Pirta-Dreimane et al., 2022). The required skillset of cybersecurity 
professionals of today and tomorrow combines 3 main pillars – technical 
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fundamentals of computer science, social and human aspects and competences 
required for the protection of emerging technologies. Technical fundamentals 
include ground skills in cybersecurity, such as understanding basic computer 
architectures, data, cryptography, networking, secure coding principles, and 
operating systems (Blažič, 2022b). Social and human aspects of cybersecurity cover 
the requirement for systemic thinkers, team players, a love for continued learning, 
strong communication ability, a sense of civic duty, and a blend of technical and 
social skills (Dawson & Thomson, 2018; Blažič, 2022b). While main required skills 
to safely use and protect emerging technologies (ISC2, 2023;  Rathod et al., 2023a, 
2023b; Blažič, 2022b): cloud computing security, artificial intelligence/machine 
learning and Zero Trust implementation, big data, blockchain, IoT, cyber-physical 
systems, network software, mobile device and software engineering technologies. 
Technological topics should incorporate soft-skill competencies, such as critical 
thinking in cybersecurity risk management and collaboration and communication 
in cybersecurity incident management, among others. 

2. METHODS AND PROCEDURES 

The study employs the design science research method (Hevner, 2007), which 
aims to solve practical problems by providing domain-specific solutions. The 
method empowers multiple studies and research methods in the process of three 
repeatable cycles. The relevance cycle uses the environmental context and provides 
research requirements to improve the knowledge base and solve the research 
problem. The design cycle includes artefact development and evaluation. The rigor 
cycle supports the research with prior knowledge and ensures the solution is 
innovative. The overview of the research methodology is presented in Fig. 1.  

 

 

Fig. 1. Research methodology. 

This research identifies future cybersecurity skill needs and provides tailored 
recommendations for academic, policy, and industry stakeholders regarding 
cybersecurity education provision in Latvia. Using a design science approach, the 
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study integrated desk research, literature review, focus groups, and survey data 
analysis. An initial desk review assessed Latvia’s current cybersecurity educational 
offering at different levels, along with workforce requirements.  The investigation 
included various sources, such as the Latvian open data portal, State Employment 
Agency of Latvia registers and Latvian vacancies portals. Future cybersecurity 
skills and potential gaps were mapped and refined based on input from 45 local 
cybersecurity experts via a national survey and a workshop convened by the 
European Cybersecurity Competence Centre (ECCC) National Coordination 
Center of 35 cybersecurity specialists across public, industry, and educational 
sectors to explore educational needs across various education levels in March–April 
2024. Using Lean UX Canvas, participants collaboratively defined problems, 
stakeholders, opportunities, and success metrics, forming key insights for Latvia’s 
cybersecurity education roadmap and informing future policy decisions. 

3. RESEARCH RESULTS 

The research results are presented in the next sections, considering two main 
dimensions – the cybersecurity education ecosystem in Latvia (Section 3.1) and the 
cybersecurity workforce ecosystem in Latvia (Section 3.2).  

3.1. Cybersecurity Education in Latvia 

Cybersecurity education in Latvia is provided at all levels (topics incorporated 
in general basic education, specific vocational and higher education programmes 
up to the second cycle (Master’s) level), except PhD level, where there is no specific 
programme or research subsector dedicated to cybersecurity. There are various non-
formal initiatives and programmes provided for children and adults, mostly driven 
by market demand. 

3.1.1. Formal Cybersecurity Education 
Cybersecurity topics in general basic education are incorporated into various 

subjects due to the competencies-based education model adopted in 2020/2021.  
Topics broadly refer to three types of education outcomes – awareness 
(cybersecurity knowledge), hygiene (everyday skills and actions for digital safety), 
and response (skills and competencies necessary for dealing with cybersecurity 
incidents; a basis for a cybersecurity career track) (MK not. Nr. 416, 2019; MK not. 
Nr. 747, 2018). Primary education does touch upon some response topics; however, 
generally, it does not concentrate on skills necessary for the cybersecurity career 
track. Secondary education might provide deeper knowledge only if certain school 
provides the highest level courses in Programming and Design & Technology. 
According to the National Centre of Education, such courses are available only in 
approximately 1/3 of Latvian schools, which are mostly concentrated in larger cities 
(Riga, Liepaja, Ventspils, Rezekne, Cesis) (Skola, 2030, 2020) and host more 
students than average, which creates uneven entry positions into tertiary 
cybersecurity education after graduation for students coming from rural areas and 
small educational institutions as confirmed by the results of programming exams 
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(regions active + overall results depending on the size of the municipality) (VISC, 
2024).  

Vocational cybersecurity education is provided only in one institution – 
“Cybersecurity Technician” at Saldus Vocational School. Some other programmes 
have an introduction to cyber topics, for example, “Junior Military Instructor” at O. 
Kalpaks Professional Secondary School and programmes  “Programming 
Technician” and “Computer Systems Technician” across the country. In August 
2024, a professional standard for “Cybersecurity Technician” (EQF 4) was 
approved in Latvia which may facilitate the replication of similar programmes to 
the one provided by Saldus Vocational School in other educational institutions. 

Higher education addresses cybersecurity competences by incorporating 
cybersecurity-related courses into study programs and by establishing specialized 
study programs in cybersecurity. Cybersecurity higher education programs are 
provided by four educational institutions in Latvia: Riga Technical University, BA 
School of Business and Finance, Vidzeme University of Applied Sciences, and 
College of Law. College of Law provides a short cycle study program, “Security 
and Personal Data Protection”. The study program aims to ensure an opportunity to 
obtain the profession of security specialist and educate for professional activities in 
the field of security and personal data protection (College of Law, 2021). Vidzeme 
University of Applied Sciences provides a bachelor-level study programme, 
“Information Technology” (with specialization in Cybersecurity), and a 
professional master-level study programme, “Cybersecurity Engineering”. The 
bachelor-level study programme aims to promote the development of the IT 
industry by educating new specialists, thus promoting the creation of new and 
innovative products and services. The master-level study programme aims to 
provide the necessary competencies for a cyber security specialist who is 
responsible for strengthening information systems as well as preventing cyber-
attacks and security incidents, carrying out risk analysis and offering security 
measures to mitigate threats in their workplace or an external client. BA School of 
Business and Finance provides a master-level study programme “Cybersecurity 
Management”. The study programme aims to provide persons with an opportunity 
to acquire the profession of Information Security Manager and to prepare them for 
professional activities to ensure information security and cybersecurity 
management in the organization. Riga Technical University provides a master-level 
study programme, “Cybersecurity Engineering”, to provide a set of theoretical 
knowledge and practical skills for students to achieve competencies corresponding 
to a master's degree in cybersecurity engineering. In the academic master's studies, 
the student acquires the necessary knowledge, skills and competence for 
comprehensive and effective action in the field of cybersecurity engineering in the 
chosen economic sector. In addition to dedicated cybersecurity study programmes, 
cybersecurity courses are also integrated into various other academic programmes. 
These courses are primarily found within computer science programmes, but some 
are also offered in social sciences, law, and civil defense programmmes. The focus 
of these courses is predominantly on technical skills, with less attention to human 
factors. Most cybersecurity-related courses are included at the master’s level. 
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3.1.2. Non-formal Cybersecurity Education 
Children and teenagers get involved in non-formal education mostly through 

personal interest and less through guided efforts as there are almost no top-down 
initiatives for that (interest groups set by educational institutions, specific policies, 
etc.); mostly guided efforts are seen in general computer science topics, especially 
programming and robotics (Izglītības un zinātnes ministrija, 2021). There are 
annual Capture the Flag competitions for enthusiasts, such as Kiberplēsis (private 
sector initiative since 2022) and National Cybersecurity Challenge (Ministry of 
Defence and their public sector partners' initiative since 2024). A non-formal 
extracurricular military education programme of the Youth Guard is accessible in 
all regions of the country and offers a little insight into cybersecurity topics (up to 
5 % of the content throughout 8 years) (Jaunsardzes centrs, 2021). 

Non-formal cybersecurity education for adults is usually facilitated through 
self-learning or specific upskilling or reskilling courses. There are a few public 
sector efforts to make self-learning more accessible through financed access to 
MOOC platforms (e.g., Coursera), for example, in projects run by the State 
Education Development Agency and State Employment Agency. There are several 
training companies in the market which offer generic and specific cybersecurity 
courses, including training for internationally recognised certificates (e.g., CISM, 
CEH, CISSP, CFR-410, and CompTIA Security+/Pentest+/CASP/CySa+). Several 
companies in the private sector offer bootcamps (e.g., Accenture, TietoEvry, 
TestDevLab, MageBit), but none specifically focus on cybersecurity career track. 
Such social initiatives like Riga Tech Girls and Women4Cyber promote gender 
balance and inclusion in the field while also providing training and mentorship. 

3.2. Cybersecurity Workforce in Latvia 

The existing cybersecurity workforce structure in Latvia can be observed in 
professional standards and employment data (Subsection 3.2.1). Meanwhile the 
survey of the enterprises discovers a wider set of existing and missing cybersecurity 
roles and competences (Subsection 3.2.2).  

3.2.1. Professional Standards and Employment Data 
Latvian professional standards provide requirements for professional 

education. In April 2024, four cybersecurity-related professions were defined: 
information security engineer, information security manager, information systems 
security specialist, and security specialist. Meanwhile, employment and vacancies 
data analysis show that enterprises also have other cybersecurity roles. Overall, over 
12 distinct roles in cybersecurity are observed, including information system 
security manager, information technology security analyst/engineer, data privacy 
analyst/data protection officer, and security risk management specialist.  Overall, 
observed roles in employment data sources match with ENISA recommendations, 
showing a diverse set of required cybersecurity experts and competences. In the 
meantime, several ENISA roles are compiled into one cybersecurity role, showing 
the need for a wider set of competences, which is a common situation in smaller 
nations.  
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3.2.2. Results of the Organizations’ Survey 
Surveyed organizations in Latvia most commonly reported roles of chief 

information security officer (CISO) (62 %), cyber incident responder (22 %), 
cybersecurity risk manager (18 %), and penetration tester (18 %). The situation 
reflects typical vacancies and the EU-wide tendency of organizations in small 
countries to combine cyber job roles in “umbrella” positions such as CISO. The 
least represented roles in surveyed organizations were digital forensics investigator 
(2 %), cybersecurity architect (4 %), and cybersecurity researcher (4 %). 31 % of 
surveyed organizations reported no cybersecurity specialists, while all 
acknowledged the need for such personnel. 

The educational background of employed cybersecurity specialists in surveyed 
organizations is mostly related to the field. Over 70 % of organizations employ 
specialists with relevant vocational or higher education. However, in 27 % of 
organizations, the most common profile of a cybersecurity specialist is a person 
without a relevant educational background but with the necessary knowledge and 
skills. This is a sign of employers' flexibility, involvement in the development of 
their workforce, and individuals' self-learning capabilities. 

Survey participants also identified current competency gaps in their cyber 
workforce. 49 % of organizations reported a need for digital forensics capabilities. 
Almost as crucial needs are cyber threat intelligence skills and cybersecurity 
architecture and specific development skills (both 47 %). Future competency needs 
evaluation revealed that the most desirable is knowledge of basic computer science, 
systems thinking, critical thinking, and desire for continuous learning (4.5 points 
out of 5). 

3.2.3. Results of the Experts’ Workshop 
Experts’ workshop was designed to engage them in discussions regarding 

cybersecurity education in general, vocational/higher, and non-formal/lifelong 
levels, and its effects on the workforce, as well as to propose solutions for tackling 
identified problems. Out of 35 participants, 10 represented public institutions 
engaged in cybersecurity education shaping, 12 were associated with the 
cybersecurity industry, and 13 were experts from educational institutions, including 
students. 

Experts stressed that general education institutions lack overall security 
awareness and cyber hygiene knowledge specifically, both among employees and 
students. Often there is no appropriate ICT policy and technical configuration of 
devices in place. Not all IT teachers in schools are equipped to provide support in 
cybersecurity matters. Experts suggested strengthening non-formal education 
initiatives and incorporating cybersecurity topics in curricula of other subjects, 
including strengthening general skills such as critical thinking. Teachers need to be 
trained on appropriate delivery of the topic; in case of the introduction of new 
devices in schools, teachers have to receive informational and practical support on 
the safe use of the equipment. 

Vocational and higher education, according to experts, lacks cyber hygiene 
topics in non-IT-related programmes. It is partly related to an overall shortage of 
educators, especially outside of the IT domain. In Latvia, there are only Master's 
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programmes specifically dedicated to cybersecurity; the lack of such programmes 
at the Bachelor’s and Doctorate levels creates a gap in the workforce. Educational 
institutions are slow to react to local industry demands, while prospective 
employees are hired early by global service centres located in Latvia and provide 
tailored training. Experts suggested integrating cybersecurity topics in all 
programmes (similar to civil security courses) and recognizing cybersecurity as a 
separate field in education classification, which would allow the creation of more 
specific programmes, including a Doctorate degree. Programmes need to 
correspond to the most demanded cybersecurity certifications. Further development 
also requires the consolidation of learning materials in one repository and the 
introduction of research grants specifically for cybersecurity topics. 

Non-formal and lifelong learning was described as fragmented: there are 
various educators with various qualities; information regarding these opportunities 
is also scattered. There is no coordinating body for these initiatives; thus, they often 
lack formal recognition in the job market. In expert’s opinion, these education 
initatives need to be coordinated, regulated, and communicated by some 
government body, possibly using already existing lifelong learning platforms. 

4. DISCUSSION  

This study investigated the existing cybersecurity education ecosystem in 
Latvia, along with competency gaps and future education needs. Organizations lack 
the following main cybersecurity roles: digital forensics investigator, cybersecurity 
architect and cybersecurity researcher. Organizations highlight digital forensics and 
cyber threat intelligence as key missing competences today. Consequently, digital 
forensics capabilities have been identified as the most crucial area in need of 
improvement. This can be addressed by providing specialized educational programs 
in multiple formats, as currently, these competences are less represented in the 
educational offerings. Organizations highlight several future competency needs, 
including basic computer science knowledge, critical thinking, systems thinking, 
and a desire for continuous learning. These competencies should be considered 
when revising current education programs and designing new ones. Experts' 
workshop revealed that the introduction of cybersecurity topics to overall society, 
increased non-formal activities, support for teachers, and integration of 
cybersecurity into a wider array of educational programs, along with the 
establishment of doctoral programs and a research grant system in cybersecurity, 
could facilitate closing the cyber workforce gap. 

CONCLUSIONS 

It was concluded that there is a significant shortage of cybersecurity 
professionals and skills, with the gap continuing to expand. Cybersecurity 
education in Latvia is fragmented and lacks a dedicated national coordinating body. 
General education includes some cybersecurity topics, but deeper knowledge is 
limited to select schools, and overall cyber hygiene in schools is insufficient. Non-
formal education for both children and adults is available but fragmented, with a 
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need for better coordination and quality assurance. Higher education institutions do 
offer integrated topics or specific cybersecurity programmes; however, it is not 
enough for current industry needs. Further research is needed to assess the precise 
gap in the cyber workforce and more tailored industry needs, especially after the 
introduction of the National Cybersecurity Law, which sets strict cybersecurity 
requirements for thousands of Latvian organizations across various industries.  
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